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[bookmark: X051b8391fc31f6582fce141515241d806445810]Social Media and Digital Communications Policy

[bookmark: purpose]1. Purpose
Eye Town Council recognises that digital communications and social media provide valuable opportunities to communicate and engage with residents, businesses, community groups and partner organisations.
The purpose of this Policy is to:
· promote responsible and effective use of digital communications;
· support openness and community engagement;
· protect the Council’s reputation;
· ensure compliance with legal and governance obligations; and
· reduce risks associated with social media and electronic communications.

[bookmark: scope]2. Scope
This Policy applies to:
· councillors;
· employees;
· volunteers;
· contractors where appropriate; and
· any person authorised to communicate on behalf of Eye Town Council.
This Policy applies to:
· social media accounts;
· the Council website;
· email communications;
· electronic messaging;
· video conferencing platforms; and
· other digital communication methods used by the Council.

[bookmark: legal-and-governance-framework]3. Legal and Governance Framework
The Council will seek to ensure compliance with:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018;
· Freedom of Information Act 2000;
· Environmental Information Regulations 2004;
· Equality Act 2010;
· copyright and intellectual property law; and
· relevant Codes of Conduct and Council policies.

[bookmark: official-council-accounts]4. Official Council Accounts
Official Council social media accounts, websites or digital communication channels must only be created or authorised by the Council or Town Clerk.
The Council currently uses:
· website communications;
· Facebook;
· Instagram;
· email communications; and
· video conferencing platforms where appropriate.
The Council may introduce additional communication platforms where appropriate.
All official Council communications should:
· be lawful, respectful and accurate;
· support the Council’s objectives and reputation;
· avoid political bias;
· comply with confidentiality requirements; and
· avoid unnecessary disclosure of personal information.

[bookmark: account-administration-and-security]5. Account Administration and Security
Official Council accounts shall be managed only by authorised administrators.
The Council will seek to ensure:
· account access is appropriately controlled;
· passwords are securely maintained;
· multi-factor authentication is used where available;
· access is removed where responsibilities change; and
· recovery arrangements are maintained where practicable.
Authorised administrators should remain vigilant to cyber security risks including phishing, impersonation and unauthorised access.

[bookmark: standards-of-use]6. Standards of Use
Communications made using Council platforms should:
· be civil, respectful and relevant;
· not contain unlawful, defamatory, abusive, threatening, discriminatory or obscene content;
· not breach copyright or intellectual property rights;
· not disclose confidential or personal information improperly;
· not contain political campaigning or party-political material;
· not contain misinformation knowingly shared; and
· support constructive engagement.
Users of Council social media platforms are expected to:
· remain respectful of others;
· avoid personal attacks;
· remain on topic;
· avoid harassment or bullying;
· avoid posting confidential or personal information; and
· avoid commercial advertising or spam.

[bookmark: moderation-and-removal-of-content]7. Moderation and Removal of Content
The Council reserves the right to moderate or remove content which:
· breaches this Policy;
· contains abusive or offensive material;
· contains discriminatory or hateful content;
· contains personal information published without consent;
· may be unlawful or defamatory;
· constitutes spam or commercial advertising;
· is misleading or intentionally false; or
· may place individuals or the Council at risk.
Moderation shall normally be undertaken by authorised administrators appointed by the Council.
The Council may block users or report content where appropriate.

[bookmark: website-and-digital-information]8. Website and Digital Information
The Council website is an important source of official information.
The Council may direct residents or organisations to the website for:
· Council information;
· policies and procedures;
· agendas and minutes;
· service information; or
· contact details.
The Council may permit approved local organisations to provide information via the Council website where appropriate.

[bookmark: email-and-electronic-communications]9. Email and Electronic Communications
The Town Clerk maintains the Council’s primary official email account.
Council email systems should be used professionally and responsibly.
Communications made on behalf of the Council should normally be coordinated through the Town Clerk or authorised persons.
Users should:
· verify recipients carefully;
· minimise unnecessary sharing of personal information;
· exercise caution with links and attachments;
· avoid inappropriate forwarding of confidential information; and
· comply with information governance requirements.
Council email accounts should be used for Council business where practicable.
Emails relating to Council business may constitute official Council records and may be subject to:
· Freedom of Information requests;
· Environmental Information Regulations; or
· data protection obligations.
Formal complaints or service requests should normally be submitted directly to the Town Clerk.
Council digital communication channels are not monitored continuously and should not be relied upon for emergencies.
Emergency situations should be reported directly to the appropriate emergency service.

[bookmark: X27c216b61cf11d647b32697acdeeb522129ec0f]10. Video Conferencing and Messaging Platforms
Where video conferencing or messaging platforms are used for Council business, users should:
· maintain professional standards;
· protect confidential information;
· ensure meetings are secure where appropriate; and
· comply with Council policies.
This Policy applies equally to:
· video conferencing;
· messaging applications;
· SMS communications; and
· other electronic communication methods.

[bookmark: councillor-and-staff-personal-accounts]11. Councillor and Staff Personal Accounts
Councillors and employees are entitled to private lives and personal social media use.
However, individuals should:
· avoid bringing the Council into disrepute;
· distinguish clearly between personal views and official Council positions;
· avoid disclosing confidential information;
· avoid harassment, bullying or discriminatory behaviour; and
· avoid implying personal opinions are official Council views.
Councillors should not use official Council social media accounts to promote personal or political opinions.
Councillors and employees are expected to comply with:
· the Councillor Code of Conduct;
· relevant employment policies;
· data protection obligations; and
· standards of respectful behaviour.

[bookmark: data-protection-privacy-and-safeguarding]12. Data Protection, Privacy and Safeguarding
The Council recognises that social media and digital communications may involve the processing of personal information.
Personal information should only be shared where lawful and appropriate.
Photographs, recordings or images should be used responsibly and with appropriate consent or lawful basis where required.
Safeguarding concerns identified through digital communications should be referred appropriately in accordance with the Council’s Safeguarding Policy.
Private messaging should not be used inappropriately.

[bookmark: Xcdd0877b30748dc23621e9f9c961f88a175be6d]13. Records Retention and Information Governance
Digital communications relating to Council business may constitute official Council records.
The Council will seek to:
· retain records appropriately;
· manage information securely;
· comply with information governance obligations; and
· dispose of records appropriately.
This Policy should be read alongside:
· Data Protection and Information Governance Policy;
· Information Security Incident and Data Breach Response Policy;
· Records Retention and Disposal Policy; and
· Managing Unreasonable Behaviour Policy.

[bookmark: Xf2ee9bd587048bd5f8d71c69434cc2869313b18]14. Election Periods and Political Neutrality
Council communication channels must not be used improperly for party-political purposes.
During election periods, additional care should be taken to maintain political neutrality and comply with relevant publicity restrictions.

[bookmark: training-and-awareness]15. Training and Awareness
The Council may provide appropriate guidance or awareness regarding:
· social media use;
· digital communications;
· cyber security;
· information governance; and
· respectful online conduct.

[bookmark: review-arrangements]16. Review Arrangements
This Policy shall be reviewed annually or sooner where necessary due to:
· legislative changes;
· operational changes;
· cyber security concerns;
· reputational issues; or
· updated guidance.
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